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ABSTRACT: As the world experiences its fourth industrial revolution, commonly known as 
Industry 4.0 (I4.0), practitioners are beginning to engage with I4.0 technologies, such as artificial 
intelligence (AI) and digital twins (DT). Such technologies are automating and digitizing previ
ously analogue processes, enabling modern and sustainable asset management. Numerous studies 
have demonstrated the efficiency of those systems from monitoring to decision-making. However, 
as reliance on I4.0 technologies increases, a major concern arises: are these systems truly trust
worthy? On one hand, there are worries about the system’s accuracy and uncertainty, and on the 
other, the threat of malicious attacks from humans. For structural health monitoring (SHM), arti
ficial disturbances can be introduced into an AI-based SHM system, perturbing healthy signals 
appear damaged, or vice versa, disguising damaged signals as healthy to obscure the true condi
tion of a structure. Such malicious alteration could lead to catastrophic consequences. This paper 
discusses these by presenting a case study on traffic event-based deep-learning bridge SHMs, pre
senting methods for attacks and defense. The goal is to attract public attention to the vulnerability 
of AI-driven asset management systems and the development of defense means.

1 INTRODUCTION

Infrastructures are one of the major financial community assets and provide large benefits to 
society, yet their maintenance is still largely dependent on traditional methods (Malekjafarian 
et al. 2015). Inspectors conduct manual surveys to identify possible defects, after which asset 
managers organize necessary maintenance actions - a static and often reactive approach that 
results in delays, high labor demands, and significant cost inefficiencies (Dong & Catbas 2021). 
As the world enters the fourth industrial revolution, known as I4.0, new technological solutions 
are reshaping this landscape. Emerging techniques such as AI and DT are transforming infra
structure management by automating and digitizing tasks that were previously labor-intensive 
and analog (Cuellar et al. 2023). These technologies promise to enhance asset management by 
streamlining workflows and maximizing the efficient use of time, personnel, and resources. 
Leveraging I4.0 as a medium, real-time monitoring, predictive analytics, and data-driven deci
sion-making enable proactive management strategies, reduce costs, and extend asset lifecycles 
(Opoku et al. 2021). Through such advancements, I4.0 offers a sustainable, efficient alternative 
to traditional practices, addressing the growing need for resilient infrastructure in a rapidly 
urbanizing world (Zhang et al. 2023).

Nonetheless, conservatives may question the extent to which AI, as a representative of I4.0, is 
trustworthy. This has driven the development of interpretable models and physics-informed 
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models, which are gaining increased attention (Xiong et al. 2023; Lan et al. 2024a, 2024b). Opti
mizing model accuracy while managing uncertainty is also a key area of research (Corbally & 
Malekjafarian 2023; Kamariotis et al. 2024; Lan et al. 2023a, 2023b). On the other hand, could 
AI potentially deceive decision-makers, or be exploited by malicious actors to do so? Concerns 
surrounding security, risk, ethics, and the need for defense and legislation within these systems 
are especially pressing. AI-driven asset management systems, in fact, may be vulnerable. 
Research in machine learning (ML) has shown that imperceptible perturbations targeting spe
cific objectives can cause models, such as artificial neural networks (ANNs), to fail - this is 
known as adversarial attack (Kong et al. 2021). In autonomous driving, for instance, such 
attacks could lead to erroneous driving actions (e.g., due to erroneous traffic sign recognition), 
potentially causing traffic accidents (Eykholt et al. 2018). The same risks apply to infrastructure 
asset management; for example, a malicious classification of damaged structures as healthy 
poses serious risks. If undetected, such attacks could lead to a deterioration in structural health 
or even critical failures. Conversely, incorrectly labeling a healthy structure as damaged could 
lead to unnecessary maintenance and inspections, resulting in economic losses, and repeated 
misclassifications might undermine public trust in monitoring systems (Champneys et al. 2021). 
However, these issues currently receive little attention.

Adversarial attacks as human threats usually require the attacker to have full access to the 
system - such as knowledge of the model’s architecture, parameters, gradient information, and 
access to training data, inputs, and outputs - constituting what is known as a white-box attack 
(Qiu et al. 2019). Given the complexity and accountability associated with asset management sys
tems, one approach is to mandate transparency in their design, making white-box attacks within 
asset management systems somewhat feasible. On the other hand, attacks remain possible even 
when attackers only have access to the system’s inputs and outputs, without any insight into the 
model’s internal workings; this is referred to as a black-box attack (Papernot et al. 2017). In com
puter and data science, adversarial attacks often aim to make minimal changes to the model or 
input sample to produce significantly different outcomes. However, in practical asset management, 
such small modifications may be masked by inherent engineering uncertainties, and these modified 
samples are often challenging to introduce into real-world systems. This may contribute to the 
longstanding lack of attention from practitioners and researchers toward the human threats.

This paper demonstrates the human threats on an AI-driven bridge SHM asset management 
system, specifically targeting the deep learning (DL) network used in this study, from an attack
er’s perspective. Unlike computer science approaches, innovative strategies are proposed here to 
overcome the above engineering restrictions. These include a method for identifying and maxi
mizing perturbations in features that have the greatest impact, along with an engineering- 
operable strategy that introduces perturbations physically through on-site shakers. Technical 
and legislative defense measures are then suggested. They are validated using a vibration data
base generated from a simulated vehicle-bridge interaction (VBI) model. The significance of this 
work lies not only in highlighting the vulnerabilities of AI-driven asset management systems but 
also in prompting further exploration of security, defense, legislation, and ethical considerations 
in the era of I4.0.

2 AI-DRIVEN BRIDGE SHM

2.1  SHM model and dataset

Consider an event-based AI-driven bridge SHM, specifically the structural responses caused 
by passing vehicles. It comprises three key components: data collection, model training, and 
condition assessment, as illustrated in Figure 1. In this work, data collection is conducted 
using mid-span sensors on a simply supported bridge, capturing vibrations that are then fed 
into a data preprocessing stage. Here, they are transformed into frequency domain data to 
create a set of vectors that serve as inputs to the SHM model. These vectors are stored in 
a dataset D ¼ d1; d2; d3; . . . ; dnt½ �, where nt denotes the number of traffic events. This study 
focuses on frequency domain signals, as structural condition changes can be more intuitively 
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discerned from frequency than from time-domain signals by human-beings. Model training 
and structural condition assessment are handled by a Convolutional Neural Network (CNN), 
a classic AI model with an architecture described in Table 1. During the condition assessment 
stage, data x from a new traffic event undergoes preprocessing and is then fed into the trained 
model M . The model outputs a probability vector y, defined as:

y ¼ M xð Þ ¼ P1;P2;P3; . . . ;PCf g ð1Þ

where each element Pi in vector y represents the probability that the input x belongs to the i-th 
label out of a total of C labels. The model’s prediction is determined by the label corresponding to 
the highest probability in y. In this study, it is assumed that there are 10 structural states (C ¼ 10).

This study utilizes a dataset of simulated bridge vibrations caused by traffic events (vehicle 
crossings). Data is generated using a simply supported Euler-Bernoulli (EB) beam model and 
a 2-DOF quarter-car model. Due to space limitations, specific VBI processes (e.g., model 
details, governing equations) are not discussed here; interested readers may refer to the 
authors’ previous work (Lan et al. 2023; Li et al. 2023). The bridge parameters are as follows: 
mass per unit length m ¼ 2400 kg=m, flexural rigidity EI ¼ 5:5� 109 N �m2, length L ¼ 25 m. 
The bridge is divided into 10 elements (n ¼ 10), and damage location is represented by the 
element number, while damage severity is modeled as stiffness loss due to cracks or delamin
ation, etc. The dataset aims to encompass a variety of traffic events. A vehicle crossing the 
bridge (e.g., a small bus or light truck) is characterized by the following parameters: 
m p

v ¼ 1:28� 104 kg, mp
t ¼ 1:0� 103 kg, c p

s ¼ 1:0� 103 N � s=m, cp
t ¼ 0, kp

s ¼ 4:0� 105 N=m, 

Figure 1.  AI-driven SHM.

Table 1. CNN configurations.

Layer Output shape Parameter Activation

Conv1d 2500� 64
Kernel number: 64; Kernel 
size:10; Stride: 1; Padding: 
“same”

LeakyReLU

Max pooling 1250� 64 Kernel: 2; Stride: 2 None

Conv1d 1250� 128
Kernel: 128; Kernel size:10; 
Stride: 1; Padding: “same”

LeakyReLU

Max pooling 625� 128 Kernel: 2; Stride: 2 None
Flatten 80000 None None
Dense 30 None LeakyReLU
Dense 10 None Softmax
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k p
t ¼ 3:5� 105 N=m, and v p ¼ 8 m=s. Each passing vehicle follows a normal distribution cor

responding to these baseline values. Each traffic event includes 5% environmental noise and 
random road roughness (Class A) to ensure the result robustness to these factors. The sam
pling rate is 1000 Hz, and for each different Damage Condition (DC), the dataset contains 
1000 traffic events. Details are provided in Table 2. The data is then randomly split into 
a training set and a test set in a 9:1 ratio.

2.2  Model performance

The CNN model is trained in a supervised manner, with a batch size of 32, Adam optimizer, 
learning rate of 1� 10� 4, and cross-entropy loss function. The training history and model per
formance are illustrated in Figure 2 (200 epochs). The CNN achieved relatively high test 
accuracy (> 0.9), and there is no significant sign of overfitting. Due to the high similarity of 
signals, the model’s suboptimal predictions mainly occur in distinguishing minor damage 
(DC 4) from its adjacent state (DC 3) and the healthy state (DC 0). Nevertheless, accuracy in 
these cases still exceeds 75%. For other DCs, model M performs quite well (91.2% accuracy). 
As an example, if decision-makers trust an AI-driven asset management system, they are more 
likely to make right decisions; this is why many studies focus on improving AI model accur
acy. In fact, these models can be quite fragile, and most are exposed to human risks.

3 HUMAN ATTACK

This paper introduces a black-box attack approach, implemented through system eavesdrop
ping, feature perturbation, and sample insertion. It is a part of the FPA algorithm proposed 
by the authors (Lan et al. 2024). System eavesdropping involves monitoring each input signal 
and its output y ¼ M xð Þ, while recording the envelope of traffic events (i.e., the upper and 
lower response bounds of normal events). The first step in feature perturbation is to assess the 
contribution weight of each feature, bringing attention to the most impactful features. The 
algorithm, as previously proposed by the authors, initializes an empty set Imp for each 
sample. Within this loop, for each feature ek in xj, the algorithm perturbs ek by adding Gauss
ian noise N 0; μ2

� �
to yield a perturbed feature xj

0

ek½ �. It then calculates a new prediction yj
0

and expands Impj by the absolute difference between yj and yj
0. After iterating through 

Table 2. Dataset.

DCs Label Description Runs DCs Label Description Runs

DC 0 0 Healthy 1000 DC 5 5 1-st element, μ ¼ 0:5 1000
DC 1 1 5-th element, μ ¼ 0:6 1000 DC 6 6 3-rd element, μ ¼ 0:5 1000
DC 2 2 5-th element, μ ¼ 0:7 1000 DC 7 7 5-th element, μ ¼ 0:5 1000
DC 3 3 5-th element, μ ¼ 0:8 1000 DC 8 8 7-th element, μ ¼ 0:5 1000
DC 4 4 5-th element, μ ¼ 0:9 1000 DC 9 9 9-th element, μ ¼ 0:5 1000

Figure 2.  Model training history and performance.
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features in xj, the algorithm merges Impj into the main set Imp. Once all samples have been 
processed, an average is calculated, Impavg; the algorithm concludes by returning Impavg, with 
the top T most influential features assembled into an array, p ¼ f1; f2; f3; . . . ; fTf g.

The second step aims to maximize the model prediction error for p within the envelope bounds. 
One approach to do this is to use a Particle Swarm Optimization (PSO) optimizer; details on this 
algorithm can be found in reference (Poli et al. 2007). Here, a non-targeted attack strategy is intro
duced, which seeks only to ensure that the model does not produce correct results (i.e., tricking the 
SHM system into diagnosing a healthy bridge as damaged) to validate the approach. The objective 
function is defined as F xð Þ ¼ M x0ð ÞOri, where M is the model, for fi 2 p, x0 fi½ � ¼ x, while all 
other components remain unchanged. Ori represents the original label. The physical constraint in 
this study is the observed traffic event envelope bounds. It is noteworthy that, since an on-site 
exciter will be used to physically insert these changes, negative vibration changes cannot be 
achieved. PSO seeks the optimal solution xopt ¼ x0 f1½ �; x0 f2½ �; x0 fi½ �; . . . ; x0 fT½ �f g within these con
straints to minimize the prediction probability of the original label:

min
fi2pf g

POri M x0ð Þ ¼ y0jx0
0

fi½ �
� �

ð2Þ

Finally, an on-site exciter is employed to insert samples into the bridge vibration response. Since 
minor adversarial changes may be masked by the uncertainties in the physical process, we select 
the maximum permissible change within the physical constraints. An index vector ζ ¼ xopt � x0 p½ �

envmax p½ �� x0 p½ �
can be defined, where ζ ¼ 1 indicates the target frequencies of action for the exciter, denoted as 
μ ¼ fqjζ fq

� �
¼ 1; fq 2 p

� �
. The amplitude associated with μ is set as F. The exciter can then be 

controlled by Equation (3). Figure 3 summarizes the process of the human attack.

Ω ¼ F cos 2πμtð Þ ð3Þ

4 THREATS AND DEFENSE

4.1  Threats

This section will explore the impact of human attacks on the proposed AI-driven SHM 
model, and the decisions based on it. Following this, defensive strategies will be suggested. By 
listening to 100 samples from DC 0, the envelope of normal vehicle passage events can be 
established, and the most influential features can be identified. For example, the top three are 
p ¼ 32 Hz; 32:2 Hz; 31:8 Hzf g. In fact, only a few features significantly impact the model’s 
results; some align with physical insights, while others do not. This observation also raises 
concerns about model reliability and trustworthiness. However, due to space limits, they will 
not be the primary focus of this work.

Figure 3.  Process of the human attack.
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It is found that, using the algorithm proposed in this study, only two feature alterations are suf
ficient to successfully attack the target model, and the spectrum after adversarial modification is 
very similar to the original. Minimal feature alterations in non-targeted attacks tend to shift pre
dictions to the label most similar to the original (e.g., DC 4). Figure 4 presents a comparison of 
the spectra before and after modification alongside the model’s predictions (10 features altered). 
When perturbing 10 features and considering all DCs, their confusion matrix is shown in 
Figure 5a. It can be observed that while DC 0 can be effectively disturbed to other DCs, some 
DCs remain resistant to such attacks due to distinct feature differences; altering only a few features 
is insufficient to bridge these gaps in feature space. However, by simply increasing the number of 
perturbed features, this robustness can be easily compromised (e.g., changing 100 features ensures 
a 100% attack success rate), as shown in Figure 5b. At this point, decision-makers may be misled - 
in this example, leading to the belief that the structure is in an unhealthy state. This could result in 
further financial losses, such as unnecessary on-site inspections. This represents a human threat at 
the computer/data science level. However, in practical engineering, the insertion of such samples is 
often challenging. Due to space limitations of the conference paper, the robustness of different 
models under human threats and the success rates of attacks on various DCs have not been dis
cussed here. Further exploration of them is encouraged in future studies.

We installed an on-site shaker on the bridge, which is controlled by Equation (3), to modify 
its vibration signals. Since this study primarily focuses on numerical simulations, the emphasis 
is on conceptual validation rather than immediate real-world implementation. In practical 
applications, an on-site shaker should be capable of reproducing a specified sinusoidal func
tion with controllable frequency and amplitude. Theoretically, its placement on the bridge is 
not strictly constrained, as long as it can effectively introduce perturbations into the structural 
response. For this study, we assume the shaker is positioned at the mid-span of the bridge as 
a representative case. However, further experimental validation is required to confirm its feasi
bility in real-world scenarios. The samples xH

0

(converted to the frequency domain) can be 
collected via bridge sensors. Figure 6a compares the sample xH

0

with the adversarial sample 
x0
0

obtained by the algorithm, showing a high degree of similarity. Figure 6b indicates that its 

Figure 4.  Adversarial results and performance comparison.

Figure 5.  Adversarial confusion matrix: (a) 10 PFs, (b) 100 PFs.
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prediction aligns with the above adversarial results, where the model misclassifies the healthy 
sample DC 0 as DC 2 with nearly 100% probability. These findings demonstrate that the con
figured shaker can effectively and physically embed adversarial changes into the system; 
defense measures in data security are ineffective against such attacks.

4.2  Defense

Based on the aforementioned methodology, defense measures can be proposed from both tech
nical and legislative perspectives. Technically, defenses include developing interpretable AI models 
that provide insights into the contribution of each feature, their respective weights, and their phys
ical significance. Features with unclear physical meaning or lacking robustness should be penal
ized. Additionally, employing multiple models for the same asset can enhance resilience, as 
adversarial attacks are often tailored to specific AI models; adversarial samples sensitive to one 
model may not affect another. Simultaneously deceiving multiple models significantly increases 
the technical difficulty of human attacks. Legislatively, clear legal provisions are needed, such as 
providing explicit legal definitions of human threats, determining whether accountability should 
be based on the consequences of the attack or the act itself, and addressing other legal ambiguities.

Due to space limitations, we can only present a few examples of potential measures. How
ever, they provide valuable insights for future developments and may inspire further discussion.

5 CONCLUSION

This paper argues that AI-driven asset management systems are vulnerable and demonstrates 
how to hack a vibration-based bridge SHM from an attacker’s perspective. This raises con
cerns about the interpretability and trustworthiness in I4.0 asset management, rather than just 
their efficiency, etc. But more than that, it explores the potential defense strategies against 
such attacks. They are demonstrated through a case of a typical traffic event-based bridge 
SHM. Based on the results, the following conclusions can be drawn:

(1) A black-box human attack method, implemented through system eavesdropping, feature per
turbation, and sample insertion, can hack AI asset management systems. Altering just two 
features is sufficient to untargetedly perturb the structural state from healthy to damaged.

(2) For robust DCs, increasing the number of perturbed features improves the attack success 
rate. In all cases, the proposed method can achieve a 100% attack success rate by perturbing 
100 features.

(3) A customized shaker can physically and effectively embed adversarial changes into system 
samples; this extends defence work beyond the discipline of data security.

(4) Several technical and legislative defence strategies are suggested, including interpretable 
AI frameworks, multiple-model approaches, and clear legal regulations. These measures 
collectively reduce risks from both technical and legal perspectives.

Future studies will involve configuring a real hacker exciter for experimentation, the key to 
which is the adaptive actuator as described in the text. Importantly, how to defend against such 
threats is a focus for future exploration. We hope this paper will attract valuable ideas and 
discussions.

Figure 6.  Samples from on-site shaker: (a) frequency domain, (b) prediction.
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